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Conduc ng an eﬀec ve internal inves ga on is a delicate task, and employers o en
seek to prevent employees from discussing a pending inves ga on for a number of
lawful reasons. However, a recent SEC order is cause for concern about imposing
confiden ality obliga ons that may discourage lawful whistleblowing.

The KBR Enforcement Ac on
On April 1, 2015, the Securi es and Exchange Commission (“SEC”) reached a
se lement in its first enforcement ac on charging a company with viola ng
whistleblower protec on Rule 21F‐17 of the Dodd‐Frank Act. Rule 21F‐17 prohibits
restric ve language in confiden ality agreements that could chill whistleblowing:
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The SEC charged KBR, Inc., a Houston‐based construc on, engineering and
technology company, with viola ng Rule 21F‐17 by its use of restric ve language in
confiden ality agreements in conjunc on with its internal inves ga ons. Under its
compliance program, KBR regularly undertook inves ga ons of complaints of illegal
or unethical conduct of its employees. At the start of an internal inves ga on
interview, KBR inves gators required witnesses to sign a form confiden ality
statement in which employees agreed that they were prohibited from discussing any
par culars of the interview or the inves ga on with others without prior
authoriza on of the Law Department. The confiden ality statement also specified
that unauthorized disclosure could be grounds for disciplinary ac on, including
termina on.
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In its press release—tellingly tled “SEC: Companies Cannot S fle
Whistleblowers in Confiden ality Agreements”—the SEC’s Enforcement
Division took the posi on that this “improperly restric ve” language
“poten ally discouraged” whistleblowing to the SEC. Notably, the SEC
acknowledged that it was unaware of any KBR employees who were in fact
prevented from becoming whistleblowers, or of any ac ons by KBR to enforce
the confiden ality agreement. In the se lement agreement, KBR agreed to
pay a penalty of $130,000 and to amend the oﬀending confiden ality
statement with language that goes so far as to aﬃrma vely state that nothing
in the statement prohibits “repor ng possible viola ons of federal law or
regula on to any governmental agency or en ty . . . or other disclosures that
are protected under the whistleblower provisions of federal laws or
regula ons.” It also aﬃrma vely states that no prior authoriza on of the Law
Department is required.
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Other Agencies Cau on Against Blanket
Confiden ality Mandates
In the recent past, both the Na onal Labor Rela ons Board (“NLRB”) and the
Equal Employment Opportunity Commission (“EEOC”) have also taken issue
with employers who ins tute a blanket rule imposing confiden ality in internal
inves ga ons.
In Banner Health System, 358 N.L.R.B. No. 93 (July 30, 2012), the NLRB held
that an employer violated employees’ rights to engage in protected concerted
ac vity under Sec on 7 of the Na onal Labor Rela ons Act, which aﬀords
employees the right to communicate freely with co‐workers about the terms
and condi ons of their employment without fear of retalia on, by maintaining
and applying a rule prohibi ng employees from discussing on‐going
inves ga ons of employee misconduct. During interviews of employees
making a complaint, the respondent’s human resources’ prac ce was to ask
employees not to discuss the ma er with their co‐workers while the
inves ga on was on‐going. In a controversial split‐panel decision, the Board
found that “[t]o jus fy a prohibi on on employee discussion of on‐going
inves ga ons, an employer must show that it has a legi mate business
jus fica on that outweighs employees’ Sec on 7 rights.” An employer’s
“generalized concern with protec ng the integrity of its inves ga on is
insuﬃcient.”
In an August 3, 2012 pre‐determina on le er, the EEOC’s Buﬀalo oﬃce
admonished an undisclosed employer who “admi ed to having a wri en policy
warning employees who par cipate in [its] internal inves ga ons of
harassment that they could be subject to discipline or discharge for discussing
‘the ma er,’ apparently with anyone.” The le er further warned that
preven ng an employee from talking with others about alleged discrimina on
was a “flagrant” viola on of Title VII rights, and that the company’s wri en
policy “[was] so broad that a reasonable employee could conclude from
reading it that she could face discipline or charge for making inquiries to the
EEOC about harassment if that harassment is being or has been inves gated
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internally by your organiza on.” Likewise, in a 2012 interview with CCH
Employment Law Daily following the pre‐determina on le er issued by the
EEOC’s Buﬀalo oﬃce and the NLRB’s Banner Health decision, an EEOC
spokesperson commented that for internal inves ga ons of workplace
discrimina on complaints, “broad policies that impose discipline on those
who do not abide by strict confiden ality requirements are likely to run
afoul of the an ‐retalia on provisions of Title VII and/or the other federal
EEO statutes.” The spokesperson further confirmed that “an employer
who merely suggests that those who are involved in internal inves ga ons
of discrimina on keep the ma ers discussed confiden al un l the
inves ga on is complete out of concern for the integrity of the process is
less likely to be found to have violated EEO laws.”

Take‐Away
In light of the SEC’s recent order, we believe it would be
prudent at this Ɵme to review your policies and
procedures that impose employee confidenƟality
obligaƟons to determine if any language or interview
protocol improperly sƟfles whistleblowing to any
governmental agency or enƟty.
The SEC has cau oned employers to review their agreements for poten al
viola ons of Rule 21F‐17, which it has previously indicated it will
“vigorously enforce.” It is unclear whether aﬃrma ve language like that
adopted by KBR is necessary under Rule 21F‐17 or other of Dodd‐Frank’s
whistleblower protec ons, but it is also unclear how far employers must go
to sa sfy the SEC. The SEC’s order illustrates the delicate ghtrope
employers must walk in their eﬀorts to conduct an eﬀec ve and lawful
internal inves ga on that does not s fle employees’ whistleblowing or
other protected ac vity.

